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be3sonacHoOCTb He ecTb onNTHUYecKasa NN 3us

* OnTuka 6e3onacHa... * 3aKkpbiTble CETU He
— OTcyTCTBME MarHUTHbIX MOTYT ObITb aTaKOBaHbl
M3ny4YeHUn He — HeT pucka BHewWwHMxX
NO3BONAET BUPYCHbIX aTaK

nepexsaTuTb TpaguK — HeT pucka DDoS atak

— HwukTo 3a npepenamu
CeTun He MOXXeT BUAOETb
nepenaBaeMble JaHHbIE
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MUKPOCKOMbI ‘ TMEPETOBOPHGIE YCTPOICTEA | BONOKOHHO-OMTUYECKKWE NEPEK/IOHATENN OTBETEMTENb-NPHULLENKA, ONPEAENWTENE BOMOKOH

r
FOD-5503

OTBeTBMTENL-NPHILENKE FOD-5503 ofecneunsaeT [ByHaNDaBNEHHOS NOAKMKOYEHHE K OJHOMOJOBOMY BOMOKHY
250-MMKPOHHOM NOKPETHKM G23 NOBPEXASHHR BONOKHE.

COBMECTHO € ADYTWMM  BOMOKOHHO-ONTMYECKMMM  NPMOOPaMM  OTBETBMTENL-NPULENKE  WCNONL3YeTCR 4
TEXHUYECKOrD OBCMYHMBAHWS, MASHTABHKALMM BONOKOH W 3BYKOBOA CBRIM.

FOD-5503 obecneunsasT BOZMOKHOCTE NOAKMKOUEHHS BONOKOHHO-ONTHUSCKUX MePErOBOPHLX YCTPOIWCTE B Miob:
NPOMEKYTOUHOM TOUKS BONOKOHHOM NUHMM, TaM, T2 eCTe JOCTYN K BOMOKHY.

MPHMEHEHHME:
« TexHudeckoe oBCKHBaHNE

Emitter

Eavesdropper

Receiver

» igeHTHdUKaLMA BONOKOH

* 3BYKOBZR CBR3b,

OCHOBHbIE TEXHWYECKME XapaKTEPHUCTMKHA

‘ XapaKTepuCcTHKH | FOD 5503 - :g
— L 25,
FOD-5063 [FOD-5063 OPM ST ana FOD-1208/T3%X 35,
FOD-5064 [FOD-5064 OPM SC ana FOD-1208/T3XX ﬁ
FOD-5065 [FOD-5065 Aganmmep OPM LC ans FOD-1208/73XX 50,00
OnTHYSCKHS ATTEHIOATODL]
FOD-5418 AT FOD-5418 (1310/11550 nm, SM,FC) 2 145,00
FOD-541% ATTEHIOATOD Nporpamipyemeii FOD-5419 (85041300 nm, MM FC) 2 145,
FOD-5420 ATTeHOaTop nporpammipyemeii FOD-5420 (B50/1300/1310/1550 nm, SMMM.FC) 2 545,
SVA-1 ATTEHIOATOp Perynpyessn SVA-1 (60 46, 1310/1550 nm, SM) 1271,
Seppurins fownas e ‘
([CFoD-5503___[Orsereurens - npiuenka FOD-5503 625,
FOD-5504MM _|OnTruecii nepexniosatens FOD-5504MM B25,
FOD-55045M  |OnTuueckii nepekniosatens FOD-5504SM 825,
OF5-300-200X OFS300-200% 730,
8800-00-0224 |Ananvep yHusepeantsiuii 1.25 MM AnA mukpockonoa OFS300 1%
BBO0-00-0225 |AnanTep LC Simplex/'Duplex anA mukpockonos OF S300 231,
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Mpumep - GCHAQ

Government Communications
Headquarters (GCHQ, LleHTp
NpaBUTeNbCTBEHHOM CBA3N
BenukobputaHun)

«uMen pocTtyn Kk 6onee uem 200
ONTMYECKUM KaHanaM CBSA3n U uMmen
BO3MOXXHOCTb 06pabaTbiBaTbh 46 13
HUX OAHOBPEMEHHO»

«KKaXKAbIM N3 KaHaNoB UMen
nponyckHyto cnocobHocTb 10
[6uT/c, TakMM 06pa3oM, NponycKHas
CNocobHOCTb cocTaBnana 6onee yem
21 netabanT B AeHb»

[ British spy agency has acc x

C | [ www.rt.com/news/snowden-uk-agency-spy-075/

"It's not just a US problem. The UK has a huge dog in this
fight,” Snowden told the Guardian. "They [GCHQJ are worse than the US."

The Government Communications
Headquarters agency has two different
programs, aimed at carrying out this
online and telephone monitoring —
categorized under 'Mastering the
Internet’ and ‘Global Telecoms
Exploitation.” Both have been
conducted in the absence of any public
knowledge, reports the Guardian.

“If you remember, even the NSA said
that they did not record phone calls, but
according to these latest revelations by
Edward Snowden, that up to ‘600
million’ telephone events last year were
recorded a day by the GCHQ," said RT's
Tesa Arcilla from London.

[

“There’s no doubt as to what the
objectives of these programs were, having put them in place,” she said, emphasizing the
titles.

The agency is able to store the volumes of data it amasses from fiber-optic cables for up
to 30 days in an operation codenamed Tempora. The practice has been going on for
around 18 months.

GCHQ which was handling 600m telephone ‘events’ a day, according to the documents,
had tapped into over 200 fiber-optic cables and had the capacity to analyze data from
over 46 of them at a time.
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[MprHUKMN paboTbl BLICOKOCKOPOCTHOIO Wwudpatopa

3awndposaHHble PacwunposaHHblie
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TpaHcnopTHbIN peXXnM WwndpoBaHUS

MAC-agpec nonyvaTtens
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BbicokockopocTHble wudpaTopbl B ropoacKoun ceTu

3awndposaHHble kagpbl Ethernet
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LLindppoBaHne npoTokonos ynpaeneHus

[MpoTokonbl ynpaBneHus 3awmndpoBaHbl (MO YMOIYaHMIO)
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LLindpoeaHne L2 B cpaBHeHnn c IPSec
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Cemencrteo wudpartopos «llannHapom»

«[Manungpom» cepun 4000 c
NPOMNYyCKHOM CMOCOBHOCTbIO KaHana
no 1 éut/cek c 3agepxxkon < 10 mkc

«[Manungpom» cepumn 6000 c

NPOMNYCKHOW CNOCOBHOCTbIO
| |\ & e B
2t S—— b ( ciscrypto o w _ =

kaHana go 10 [éuT/cek c
3agepxxkon < 10 mkc
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[MpenmywecTBa wudpatopos «llannHogpom»

* MakcumManbHasg npon3soanTes/ibHOCTD,
MUHWMAJIbHbIE 3ad4€P>KKU

* «Kpuntorpagpusa» He noknpaeT yCTPOUCTBO

* YnpaBneHue - NpocToTa, r’MObKOCTb,
pa3geneHve obsa3aHHOCTEN
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YnpaBneHue

 KoHconbHbIV goCcTyN

* [paduuecknin uHtepdenc  « [paduuecknin uHTepderic

(in-band) (out-of-band)
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